
       

111/TCP&UDP/NFS Client - RPC Portmapper

2049/TCP&UDP/NFS Server/NFS Client

123/UDP/NTP client
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90
2/T

CP/Hos
ted

 VM co
nn
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tivi

ty

90
3/T

CP/VM Rem
ote

 VM Con
so

le

53/UDP/DNS

3260/TCP/Software iSCSI Client & Hardware iSCSI HBA

ESX only
514/UDP/Remote Syslog logging

21/TCP/FTP

21/TCP/FTP

22/TCP/SSH

       

22
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CP
/S

SH

       

389/TCP/LDAP
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427/TCP&UDP/CIM Service Location Protocol (SLP)
443/TCP/Server-to-server migration & provisioning traffic

902/TCP&UDP/Authentication, Provisioning, VM Migration
5988/TCP/CIM Client to CIM Secure Server
5989/TCP/CIM Client to CIM Secure Server

8000/TCP/VCOtion Communication of VMkernel Interface
8100+8200/TCP&UDP/VMware FT.  ESX/ESXi 4 Hosts only

2050-2250/UDP/VMware HA
8042-8045/TCP/VMware HA

ESXi 4 
Only

161/UDP/SNMP Polling

VMware vCenter 
Server

       

        
80+443/TCP/Meta data for updates

80+443/TCP/Host to Update Server. 
forwards to 9084

9000-9100/TCP/Use if 80+443 are not 
available. Automatically opened for host 

scanning and remediation

80/TCP/VUM-VC communication

443/TCP/The reverse proxy 

forwards the request to port 8084

Update Manager

Patch DB

1521/TCP/Oracle-OR-1433/TCP/MS SQL

VC DB

1521/TCP/Oracle
-OR-

1433/TCP/MS SQL

Internal

8084/TCP/SOAP
9084/TCP/VUM Web Server.  Accessed through Reverse Proxy from port 80 and/or 443

vCenter 4 
Only

53/UDP/DNS
88+445/TCP & UDP/AD Authentication

161/UDP/SNMP Polling

162/UDP/SNMP Trap Send

389/TCP/LDAP

443/TCP/vCenter Agent
902/TCP/Heartbeat

903/TCP/VI-vSphere Client to VM Console
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443/TCP/Required for VCB and vcbMounter 

Communication & Backup

443/TCP/Required for VCB and vcbMounter 

Communication & Backup

Converter 4 
Only

137+138(UDP)+139(TCP)/For hot migration.
Not required if the source does not use NetBIOS

445/TCP/Required for conversion.
Not required if the source uses NetBIOS

22/TCP/Only for Linux-based Source Computer

443/TCP/System Conversion

44
3/
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443/TCP/Required if vCenter Server

is the conversion target

902/TCP/Required for data transport during cloning 
of system to be converted to target ESX/ESXi Host
443/TCP/Required for destination VM access when 

target is ESX/ESXi/vCenter

9089/TCP/Required.
Remote Agent Deployment

443/TCP/Required if Converter 
Client & Converter Server were 
installed on different systems

vCenter Converter Client 
(ionly required if 

Converter Client and 
Converter Server were 

installed on different 
systems

443/TCP

SRM DB

1521/TCP/Oracle-OR-1433/TCP/MS SQL

REMOTE
VMware vCenter 

Server
(SRM)

Site 
Recovery 
Manager

8095/TCP/SRM communication with local vCenter Server (SOAP)
8096/TCP/SRM communication with local vCenter Server (HTTP)

9085/TCP/Plugin download

80/TCP/SRM communication with remote vCenter Server 
(via HTTP over SSL tunnel)

www.vmware.com

xml.shavlik.com

88/TCP/PAM AD Authentica
tion - K

erberos

445/TCP&UDP/PM AD Authentica
tion

464/TCP/PAM AD Authentica
tion - K

erberos P
assw

ord Servic
es

Linked
vCenter
Server

Linked
vCenter
Server

Linked
vCenter
Server

636/TCP/Linked mode 
connectivity between 

vCenter Servers903/TCP/VI-vSphere Client to VM Console

8080/TCP/Manaagement W
eb Services HTTP

8443/TCP/Management W
eb Services HTTPS

8005&8006&8086/TCP/
Internal Communications Port

8083 & 8085 & 8087/TCP/
Internal Service Diagnostics
443/TCP/vCenter API (Orch.)
8281/TCP/vCenter AP (Orch.)

Internal

27000/TCP/for VI3.x hosts

27010/TCP/for VI 3.x hosts
27000/TCP/for VI3.x hosts

27010/TCP/for VI 3.x hosts

3.x 
Only

VCO DB

1521/TCP/Oracle
1433/TCP/MS SQL
3306/TCP/MySQL

5432/TCP/PostgresSQL

8230/TCP/Lookup
8240/TCP/Command
8250/TCP/Messaging

8282/TCP/HTTP
8283/TCP/HTTPS

Orchestrator

VCO
Client

161/UDP/SNMP Polling 162/UDP/SNMP Trap Send

FTP
Client

SSH
Client

FTP
Server

SSH
Server

SMB
Server

iSCSI
SAN

NFS
Server

       

       Syslog
Server

       
NTP

Server

       
SNMP
Server

Helper

22/TCP443/TCP/Required for 
Linux sources

Active Directory Server

       

VCB Proxy

DNS Server

FlexLM
License Server

SNMP Server

SMTP Server

902/TCP/Pushes 
updates to the host 
(both ESX & ESXi)

Internal

80
/TC

P/
Red

ire
ct 

bro
wse

r to
 H

TT
PS

 (4
43

)

25/TCP/Email notifications

389/TCP/LDAP (Optional)636/TCP/LDAPS (Optional)

8280/TCP/HTTP

Int
er

na
l

LDAP Server
443/TCP/VI/vSphere client access

80+443/TCP/Redirect browser to HTTPS service (443)

Connections & Ports in ESX & ESXi
Including vCenter Server, Site Recovery Manager, VMware Consolidated Backup, VMware Update Manager, VMware Orchestrator and VMware Converter

ESX & ESXi ESX & ESXi

VM

VM

Third-party
System Images

VMware Virtual
Machines

Physical
Machine

Third-party
Virtual

Machines

.sv2i

Source

vCenter
Converter

80+443/TCP/Meta data for updates

Source: VMware Network Ports Compendium v3 - September 2009

External
API Client

9007/TCP/WSDL, SOAP
9008/TCP/HTTP


