Connections & Ports in ESX & ESXi

Including vCenter Server, Site Recovery Manager, VMware Consolidated Backup, VMware Update Manager, VMware Orchestrator and VMware Converter

VCO  VCO DB
Client A

FTP SSH FTP

SSH SMB
Client Client

Server Server Server

©VMware, "¢

636/TCP/Linked mode

1521/TCP/Oracle
connectivity between 1433/TCP/MS SQL
vCenter Servers 3306/TCP/MySQL
5432/TCP/PostgresSQL
443/TCP/SRM communication
with local vCenter Server
8230/TCP/Lookup
© VMware, W< 8240/TCP/Command
g 8250/TCP/Messaging
,Q;Q 8282/TCP/HTTP 7 ~
&4\ 8283/TCP/HTTPS
Q .
o Site Recovery Manager
SNMP w & L RS Active Directory Server
-
A Cg.\o Q\(o A\ § ® 0‘&1&0 Q$ ‘\c’e ‘*
Q O O S <3 <O o &
S 2 £ § NS o IS
erver 7 S o N 8 o S RS 8095/TCP/SRM communication
) Y ,\:~ <\O S o » %@ with local vCenter Server
> » <& © Q%
{o)( W § X 0“\(\ 0%
N Q<\ &\Q’(’\\Ov (od\ .
o Wt @ FlexLM
?\0 Q\Q 0(\ .
q§%0°@0§ License Ser 8280/TCP/HTTP
(\OQ; ‘\OQ \§S\®(\ \(\0‘5\9\%
P\IF:ES ® &*59?\ \ﬁ5$ o
Server & o
OQ QV‘OQ?\KO )
3 LRy X0
r&b‘ ‘i‘,‘g’\“ ) - 0,&\0
ks oo & N SMTP Server
dqdawt 45? ‘(Cgva
2N P 2%
\O(QO%%\%@G\(\ vCB Proxy vCenter 4
AV o
R
0\\)\( \)({\G‘a‘
Syslog ¢
Server

Onl

. 389/TCP/LDAP (Optional) \ Q‘O‘
. 389/TCP/LDAP 836/TCP/LDAPS (Optional) / Orchestrator
ESX & ESXi

ESX & ESXi

389/TCP/LDAP
LDAP Server
123/UDP/NTP client
41
Se rver 443/TCP/vCenter Agent
902/TCP/Heartbeat NS
903/TCP/VI-vSphere Client to VM Console le\)O?ID
427/TCP&UDP/CIM Service Location Protocol (SLP)

443/TCP/Server-to-server migration & provisioning traffic
902/TCP&UDP/Authentication, Provisioning, VM Migration
5988/TCP/CIM Client to CIM Secure Server
5989/TCP/CIM Client to CIM Secure Server
8000/TCP/VCOtion Communication of VMkernel Interface
8100+8200/TCP&UDP/VMware FT. ESX/ESXi 4 Hosts only

© VMware, W&

SRM DB

vCenter Converter Client %3 SN
(ionly required if 3 § 8005&8006&8086/TCP/ &, 8.
Converter Client and éz? @ Internal Communications Port ‘Q@x 629,& © VMware, "¢
2050-2250/UDP/VMware HA | Converter Server were =S 8083 & 8085 & 8087/TCP/ S
8042-8045/TCP/VMware HA DNS Server installed on different N Internal Service Diagnostics VC DB
systems LYo 443/TCP/vCenter API (Orch.)
80+443/TCP/Host to Update Server. § $ 8281/TCP/vCenter AP (Orch.)
forwards to 9084 902/TCP/Pushes < o
9000-9010/TCP/Use if 80+443 are not updates to the host Ct)z\ ;S
available. Automatically opened for host (both ESX & ESXi) $ < p
scanning and remediation Ny J, ~
|
443 N /
/7“0,0/8
%e‘\xe‘ Vste 443/TCP 9089/TCP/Required. &*;Vc-‘;"f:('e
§2° OO/?,, Remote Agent Deployment
WO o Sry,; 443/TCP/Required if Converter >
Oe(\\e‘g:\ogg “n Client & Converter Server were
- oWV @ c installed on different systems VM
8 o onverter 4
www.vmware.com 0+443/TCP/Meta y Update Manager o € At
datg fo
r S/ i
Updateg 137+138(UDP)+139(TCP)/For hot migration. vaware ';2“""
\ Not required if the source does not use NetBIOS
445/TCP/Required for conversion. —
yodates — \ 1521/TCP/Ora —_ N y Not required if the source uses NetBIOS
Meta data for UP -OR. Cle h ‘ 22/TCP/Only for Linux-based Source Computer VM
g0+443T cP ©VMware, Inc. 1433/7 s N
xml.shavlik.com -« |
Third-party
Internal vCenter | g
443/TCP/Required for !
© VMware, 10 Linux sources >V 22/TCP " Machines
Patch DB Converter M
>
G
8084/TCP/SOAP H e I pe r e
9084/TCP/VUM Web Server. Accessed through Reverse Proxy from port 80 and/or 443
902/TCP/Required for data transport during cloning S E?;ﬁ'lpr::;tyes
of system to be converted to target ESX/ESXi Host Y g
Dudley Smith 443 /TCP/Required for destination VM access when
Tue Sep 08 2009
v211

target is ESX/ESXi/vCenter




