Availability

Maximum: éper host): Virt disks = 2048 LUNs/Volumes = 256 Paths = 1024 NAS mounts = 256

FC HBAs = 8 (ports=16) Targets per HBA = 256 Paths per LUN =32  LUN size = 64TB  FCoE Adapters=4 |\
ISCSIHW HBAs =4 Targets per }-EBA = 62-128 (depends on card) Paths to each LUN = 8 4
I

Maximums F‘?’ HA cluster): Hosts = 32 VMs = 3000 N
Maximums S: Disks per YM =16 VCPUs per VM=1 RAM per VM = 64GB VMs perhost=4 )
(_ Firewall Ports: HA interhost 2050-2250, 8042-8045 TCP/UDP, FT interhost 8100, 8200 TCP/UDP D) SCITSW > |4 C .
HA: |n? le master, multiple slaves. If master fails, is shut down, or removed from cluster then an election occurs. All hosts Mﬁs ngrsv:)lime)' Pov];l;egtf}gnVMs =2048 Hosts = 64 Paths to each LUN = 8 4 v1.0.1 for 5.0
not in standby, maintenance mode or disconnected participate in election. VMs on disconnected hosts are not ﬁrotected. VMFS5 = GA(PB - RDMs = 2TB (less 512B) RDMs = 64T8B File size = 2TB (less 5128) 4 V p e re . Released: 09 Jan 2012
i Master responsibilities; - monitors slaves * monitors VMs * restarts VMs on best host « reports cluster HA health to vCenter. Maximon d " v 'SV'— disk e§s900 b PR 3 Sd- " lle S'Z%' A\ §§‘E eleased: 09 Jan 2012
N TS Hitime STAte - report state to master. ; . Maximums (per datastore cluster): Virt disks = atastores = 32 (datastore clusters per vCenter = 256) / Forbes Guthrie e Web: vRef o Twitter: @forb thri
Ne{wur&((healrtheahev‘ery second llnetweginhTasﬁll;& sl:?vest. Hul?;[slfcﬁn u‘se‘all VMkemc:_jl_net‘wogksr{%r hfalr_tbeat excﬁptkvMonon (_Firewall Ports: iSCSI - 3260 TCP, NFS - 111 TCP/UDP, 2049 TCP/UDP D} orbes Guthrie €eb: vRelference.com witter: @forbesguthrie
network (unless vMotion is on only available VMkernel network). If host stops responding to heartbeat, liveness checks —help i - N
datastore heartbeat & pings to maynagement address. Host deemed Failed iF both Rests ngegative, if it Fasses liveness check it Res‘}:gﬁgég{ ﬁsﬁﬂ' [ndaeql\igsegacgfhxé Cﬁg}mmgg rEISal_ ve to Igf?“o" ! .
is Network Isolated (host cannot ping cluster isolation address) or Network Partitioned. Master monitors Network Isolated/ List all SCSI paths:  paths, Ll i ESX| | n Sta I I ‘‘‘‘‘‘‘‘‘‘‘‘‘
Partitioned VMs and restarts them if they power off. : Action taken when Powered-on VMs are on Map VMFS pl is to devices/partitions:
isolated host. Options: * power off * leave powered on (default) * shut down (requires VMware tools). Cluster selects 2 L'aP I""é'"‘es ‘31 9‘”99'5 pa 'f'°"s- . . X N y . H
datastores for heanbeat’(das,hearlbealdsperhost can increase to 53‘ Datastores used for datastore heartbeat must be ist unresolved snapshot/replicas of volumes: HW requirements: HCL compliant (see link below), 64bit x86 CPUs (minimum of 2 cores), 2GB RAM, 5GB :
mounted by at least 2 hosts. Disable datastore heartbeating if using Ethernet based s(ora%e., . SATP claiming rules: disk, password 6-64 characters. H
: Can VMs power on when they violate availa |I|tz constraints at HAfailover. Actions that change a K4 List nmp devices with SATP & PSP: , P - . . X
L o s omis ot Y.t e ool dorkogpellies Hptfallies bhter - [ 10t Blrant deuis withpropertiefiters: ¢ Set HW clock (BIOS) to UTC. VMFS only created on first disk. IDE/ATA drives not supported for VMFS.
% of Cluster Resources (up to 50%) * Specify Failove_lgHo_sts (Sm'ultiplé allowed) - leaves host(s) unused until Taiue. Policy = Lists HBA drivers & information: ’ H ESXi Installable starts in evaluation mode (60'days) on first power-on even if host is licensed. If no DHCP
Factors: « redsour\clﬁdfrngeergﬂbonl' flexmﬂy <M :! versity. lot Size: represents VM CPU & memory resources needed for 5 Show each device's VAAI support: 5 get : atinstall, link local IP used 169.254.x.x/16. Disconnect Fibre Channel connections prior to installation.
any powered on VM. Distorted by large VM reservations. Avoided with das.slotCpulnMHz or das.slotMeminMB. b i : ; P s s ~
FT: LlJ)ses anti-affinity rules to ke}s/ep p%mary & secondary apart, checked when r‘i’mary powers on. VM-VM affinity applies to -~ H:: EggE Eiﬁﬁsa:dapters FW Port Source_ Destination Protocol Description
gnrgafry (I)‘nlyd \GM-I::ogtl affmnyﬁ%llesttﬁ)pgvary & ste_ﬁi)ng'a)w o 3 HA‘ host mgmmnng, holsft cirtlflcaﬁe cdheckmg (on E List iSCSI adapters: 22 SSH client ESXi TCP SSH server
efault), dedicated loggin not IPv6), compatible CPUs with same extensions & power mgt features, Hardware ion: .
\ﬁnualiza&u HV?, thlckg |skgs on shared storage (VMDK's or vVRDMS), supported guesl 'S, min 3 hosts in cluster. E ) SPS%VZfeﬂr{gg‘s'ﬁdce?,!cs:ss_s'on' 53 ESXi DNS server ubp DNS requests
t supported: snakshots, Storage vMotion, Linked Clones, ho!pluﬁamg, SCS, VM backLée/s SMP, physical RDMs, PVSCSI, b Check if software iSCS! is enabled: 80 Clients ESXi TCP Redirects to HTTPS (443)
/ DirectPath, 3D video, EPT/RVI is automatically disabled. DRS only if cluster has EVC. SiteSurvey can identify H List the NES filesystems & ts: 123 ESXi NTP source ) NTP (time) client
uration issues, vLockstep Interval typically needs < 500ms. o X , F Ist the llesystems & mounts: ! 1 )
vCe ertS§rvehHeatblefati vCe?fe_rI';epwlcﬂnon ﬁ‘ tz!us}snng, moméors s_flgvrllcesﬁlgclt:dlng MSSQL, VUM & View Composer. ] EESS‘IY)’gl'l;g?gflir?ggggttigtlilg'tool' 55 427 ESXi CIMservers  UDP CIM SLPv2 client to find server
i Automated or Manual failover/failback. Uses Active/Passive nodes with heartbeat. k S : . i i
MSCS: - 2003 SP7 & 2008 (Fallover Clutering) - 37 & 6Abit- only 2 nodes clusters. Nt supported: DRS on VMs, vMotion, FT, Create/Delete/Modify VMDKs, RDMs, VMFS volumes & storage devices: vmkfstools 443 Clients, vCenter  ESXi TCcP HTTPS access
NPIV, VMW_PSP_RR, FCoE/iSCSI/NFS base V‘ljvllsnlﬁ SWisCSI |n|na‘t,qlr1|n ?E%S’EIS supporte “Physical ROM Array types: Active-Active - |0 to all LUNs simultaneously through all ports/SPs, without performance degradation. 902 ESXi ESXi TCP/UDP Migrate & provision
. itual ysical Active-Passive - one port actively provides access, others are backup for that LUN (but can be active for other LUNs). 902 Client ESXi DP Access to VM console
Cluster in a box (CIB) Yes (zeroed) Yes No'(not supported) : Path thrashing can ocpcur. ALUA (A';ymmellic Logical Unit Access) - It))n non Active-Active arrays, paths are not availglble 902 SXi C Cl b
Cluster across boxes (CAB) No~ Only 2003 Yes (recommended) : ESXi vCenter TCP/UDP Heartbeat
Physical & VM (1+1) No No Yes : or not optimized to every port on every SAN SP. ALUA support on a SAN _helgs the hosts find/manage the best paths for s A
"é’s ots Yes Yes No H fmlﬁve[& Ipatf baja}nc‘ng. 'mual Porl{nSCSl only%‘j S/'\#s are Aﬁltnllte_—Aglt‘lye ut'rmskl all ccznl&ect[lions, ES&XII acdcgslses all 5ggg'5964 (E:SXI EgX! TgP (R:FB for management tools-VNC
3CS] target software No Yes : Ns via single virtual port. The SANs handle multipathing.  Multipathing: path failover (redundancy) & load balancing. 5 IM server ESXi TCP IM transactions over HTTP
Configurge all RDMs before configuring VM's network settings or initializing LUNs within windows. Add RDMs to 2nd SCSI Claim rules: specifies which MPP;MuIthatmn Plugin), native or 3rd party, manages physical path. Rules based on SA 5989 vCenter/ESXi ESXi/vCenter TCP CIM XML over HTTPS
controller i.e. SCSI(1:x). Set scsﬂ bus sharing: * CIB = Virtual + CAB or N+T = Physical X discovered, listed in /etc/vmware/esx.conf. Path evaluation every 5 mins. ] } : " " -
N oo Conohrc o, sty e o esnei o Bl et et T cnd i e g it AP DERAS 7 ARG Tareynor ™ || Posibe extran 68(DHCP),161/162{ONMP) 514(yslo), 1234/1295(HBR) & HAFT NFS,iSCS traf
irroring: no ully supported by VMware with no ules s rdet: drivers, then vendor/ , lastly L VMW _DEFAULT_. ult if array i\ Possible extras: syslog i traffic /
R = -high-availability- i recognized, « PSPs (Path Selection Plugins) - handles load-balancing for each device. H = o ! : * et . 2
HA Dneel?:_[[)lelﬁ h'n Lo, a”ab‘m deepdiv/ ) PSPg policies: VMW_PSP_FIXED - default 20r active/active, uses preferred path (marked with *) when available, default i ESXi Partitions: + 2 boot banks + 4GB VFAT scratch (system swap & vm-support info) - not required but
and or Messages
%Léss &S guest Oges t?;a support TS http://kb.ymware.com/kb, 1003027] WW g E‘F;ICELTJC: {ﬁcogmtz,ed.lvng,W,PSdP_l\{IﬁU Most Rﬁfﬂ‘/’x ; ﬁed - d faultt or a;:tlvelp‘\ﬁsfslveal tSbATPtIS uses ramdisk if not present, or can use remote NFS partition * locker + 110MB diagnostic for core dumps
upported confiqurations (vSphere 4 EﬁiﬂEhZ 037959 H | | en active/optimized path used, if not en uses first working path found at boot. i t . ol i
MSCS S ggort on ESX/ESXi hng'//kB vmware. cm/k/1004617 § : VMW_PSP_RR (Round Robin) - sgfe for all arrans, rotates through paths (not MSCS LUﬂg]. ) : (can redirect to ESXi Dump Collector) + VMFS5 on each disk's free space. Fresh install has GPT,
- = H ReSIE?natnrmg: VMFS datastores have unique UUID in file system metadata. Replicated or snapshotted disks keep same : : upgraded keeps MBR style. i . .
: UUID. Can mount with existing signature or assign new signature. Resignaturing assigns new UUID & label, then mounts. : Not supported: « ESXi Installable & Embedded on same host + Booting multiple servers from 1 image.

If not resignaturing, original must be offline. Sources:  Boot - CD, USB, PXE boot, remote access mounted ISO (iLO, DRAC, RSA, etc) » Script - CD,

USB, NFS, HTTP(S), FTP. Specify location in kernelopts line of boot.cfg, or ks= boot option (Shift +

|

Manual rescans may be res

Rescans: escans are for many i 3uired: zoning qhansqes, new
SAN LUNSs, path masking changes on host, cable reconnected char(\ﬂsd CHAP settings, adding/removing iSC!

Per host: 1GbE VMNICs = 2-32 dependent on HW TOGbE VMNICs = 8 (or 6xT0GbE & 4x1GhE] N\ -addi i p n . : N : f P
Pel VkiDirectPath devices = & " VSSAVDS ports = 4096 A&ive ports :SVSS/VDS) ) 1016 | gggﬁ?rsﬁeess' Ereaggalgg *‘I?SLISNRIBSSC:PESSEU':&{& }gga%?eségéfls(éﬂﬁﬁ UN fggr‘{ces number of LUNs scanned to increase 0) . ESXi5 cannot PXE boot from one image, then install different image. Boot image is always the
Per vCenter: vDS switches = 32 VDS port groups = 5,000(256 ephemeral) VDS ports = 30,000 ) Zoning: at the switch. 1_UN King: mask certai qu IDs at Array's SP or ESXi host using claim rul installed image. Default ks file at /etc/vmware/weasel/ks.cfg (password is mypassword).
Per switch: Hosts (pe' VDS) =35 vSS M =2 vSS switch ports = 4,088 ) onmg. al e switch, - . N masking: mask certain s at Array's or 1 host using claim rules. D . P SATA d d h A sl d k fl h d ¢ F W . N
Terminology: VMNICs - logical name for physical server's NICs. vNICs - virtual NICs assigned to VMs, vSS - virtual Standar PDL (Permanent Device Loss): if LUN is being removed, detach it so volume is unmounted. Host may detect SCSI sense estination: — SA] (considered remote - no scratch), SAS, SCSI disk, flash drive, FC or SW iSC!
f - g okt g ; > rd ~ by codes to determine LUN is offline & it is not a APD. (target IQN set in iBFT BIOS) SAN LUN, PXE stateless (Auto Deploy)
A ek VR 8 Rt sttt el ootk S CTUR)Por - RB A Path Do) st path o sorage v, Unepected o hostcontinualyretes pths image Buider: PowerCLI tool (server component & cdlets) o reate images (image Profe) with
o f s relative to location. 1o b hostd 2 ~ LUN queue deF’th: SCSI device driver parameter that limits number of commands a LUN can accept. Excess commands mage Builder: PowerCLI tool (server component & cmdlets) to create images (Image Profile) wit
list \ir\}lfflcosr- namespaces & commands relative to loca ypasses host arehqug(ueé-l |n( M&l‘.(e{?el' I'Fcheasteh qu%u? ei?t |fl\1/Ms' commanl;is c?ltslmently ex%e%dsc ﬁueue depth. Procedure depends customized updates & drivers. Deploy image as install CD or via Auto Deploy server. VIBs must pass
itches: . on host adapter. Setting higher than default can decrease number o s supported. Change _ ifi
4 Lgs: vgw_nches D:sk_SchedﬁumReru sragdlng to matah - it imits requests each VM can Issﬂg_ g : dependency check & meet acceptance level - VMwareCertified, VMwareAccepted, PartnerSupported,
E Lot vwitch Port Groups: LU_N#Degiv‘:ﬁ ItI)Js: -dSCSI i‘nqu_iry = rettjrned_b dfvice , unique‘ﬁcrtss hosts, per?isdte_nt. de1? statndsarcds eg. naa#, tr] U{ff or ; (b:omnkll:mtlysrpp%rlted' fAcctipt'a]ngeLexf/_eil P(arame;ter ch?nges Ief\(lel. Include vmware-fdm VIB if host will
List VMkernel ports: : euL# * Path-based — not unique, not persistent, e.g. mpx.path * Legacy — created in aadition to Inquiry or Path- : bein cluster. Clone a pU Ishet prO Ile to create custom pro le.
= List VMkernel interfaces: based, e.g. vml.# - Runtime name — host specific, not persistent, first path to device, adapter.channel:target:LUN, e.g. ¢ Auto Depl . i F )
5| L 3 W Uy A i B i L ploy (stateless): loads ESXi images across network into host's memory every boot. Can set
IS List VMkemel Default Gateway: vmhba#:C#:T#:L# FCOE: CNA (Converged Network Adapter) or NIC with partial offload & SW initiator. 9 - - . ; . . S
b= | jst hostname: : Disable STP (Spanning Tree Protocol) - might delay FIP (FCoE Initialization Protocol). Enable PFC (Priority-based Flow configuration via Host Profile (see vCenter section). Server as Windows install or VCSA. 1-to-1 Auto
7 List DNS servers: i Control) & set to AUTg. Deploy registered to vCenter. Hosts need BIOS firmware (not UEFI). Host DCHP reservations
i7 List DNS search domain: 1 X 1 iSCSI: Interfaces: + iSCSI HBA (independent HW) « NIC with iBFT/iSCSI offload (dependent HW) & SW initiator * Regular ; y : :
9 i sy VDS dvPorts and dvUplinks: us% cfg-v |t i NIC & SWinitiator. Only 1 SW igitiat%r er hpst.%ndgpgndgn} HW: cor]figured in(Stgra e confiELrationA Non-in gn nt recommended. VLAN tagged (trunked) boot NICs not recommended. Multlple hosts rebooting can cause
5x ch with dvp-uplink & dvp options J configura g\nN 1 VtMt(emeI ||b1|te&'f€c% uf) ﬁcgve tNflc, otgecrglusn:ﬁed, Pml ;dapxgrs.‘sﬁw"mNc_ dtclrlfss Cthg_nges" (G policy : boot storm for Auto Deploy server. Hosts require Dump Collector. Redirect logs to syslog server or NFS
+ EST (Ext | Switch T: I - Default. No trunkis ired. 1-1 relati hip fi VMNICs to physical 0 Accept. Initiator enable lefault. Boot from I : only Independen UN Installs get diagnostic H . i i A i i i

S L S S e B S P el e e ey T e S Vb, gl e ok Doy (o HTE
used. S connected to a vswitch can span several s. Each Port Group has a of 1- . Set the 0 eulL.string) * I alias — not unique, friens name. I Iscovery methods: * Dynamic - uses Sendlargets, targe " o . > . d
blank to use Native VLAN. « VGT (Virtual Guepst Ta%ging) - Rarek/ used. Install 882.10_nunkin driver software in VMs, respondg with list. Targets a_ddegtq Static Il)ét, removed targets can return after HBA rescan/reset or hosf reboot? Static offline - ZIP file) during install.

‘{Jss\g'\}ﬂ‘uhef gs‘agfhg'l)v'grrln bgcv'gsé\rﬁ(m |1% ga.‘}?gth%? ‘\)'grs‘- ‘% Ng%'g; Oafél\('eD[Ss- rﬁ;’,‘é'{‘} VLAN'D of T - native Cisco VLAN ID. - gan manually aqd/ femove."j‘.ems.- ; ess : + Initiator nameS'AINP ad';‘iresslesl;gHAR. i & Eirst hoot * set DHCP for IP and point to TFTP server for gPXE, add rules to rules set + identify Image
Wi ISCUOU! Il Ul Il . authentication: * 1- . - f o . "

Jumbo frames: MTU > 1500 up to 9000 bytes. Enable per vgilvgs, VNIC must be vmxnetz(a or e1000. . i,mia‘g,'can»a’ﬁmenﬁgt(e“';;c'ﬁeg{,'g?a_],,‘ﬁ{yg§'V3‘i’§ces’}‘{,°,°(}§,§e",‘,ﬁ'§n‘{’h s"c‘a",ﬁs_ Q&M‘?Q%AF;@H Profile « (optional) rule for Host Profile « apply Active Rule Set. _ . .

Ié:::‘zkﬂlsa overy: v dS fSUPIF]O'Ei CDP (Clscg D"’SCUVE'Y Protocol), vDS supports CDP or LLDP (Link Layer Discovery Protocol - alphanumeric (no symbols) - CHAP name < 511, CHAP secret < 255 Be-provisioning (subsequent reboots) can change answer file, use different image or host profile.

-1AB). Listen (default), Advertise or Both. " : NFS: Not supported: Access via non-root credentials (delegate user). . ) -+ Auto depl _ inf i i &h files « Rull
PVLAN (Private : extension to VLAN standard to add further segmentation. Can reduce IP address wastage & solve A ) 0 . : + Auto deploy server — manages state information, serves images & host profiles « Rules
VLAN ID limits. Not encapsulated. Primary PVLAN - Original VLAN divided into smaller groups. Secondary PVLAN - exists H SI0C (Storage [0 Control): shares VM's disk I0 across datastore’s hosts. Monitors latency, adjusts VM's host queue i i i
only within primary e VAN B yhes: P rimagry e Promiseuous - Conneat with AR oo A A= to DTy, Secondary are | access. Can also enforce VM IPS limits. Enable on datastore, set shares/limit on VM. Limit must be set on all VM's engine — manages rules & rule sets « Image Profile - matches sets of VIBs to host - Host Profile -
Community - coniéct 1o themselves & VNS o1 promisctious, of Isolated - connect with VMs on promiscuous. ;i disks. Datastores must be managed by single vCenter. Not supported ~ RDMs, datastores with multiple extents. Auto- : machine specific information + Answer File - host specific information the user provided during first boot
Retrlow: Sends I tficrecards (o colector foranalyas Traflc untatiostniediost o Yb-physical. Tl umbr i ot Aatachore before S Alocates based on s Low cahels < lower doice [enty & ; (only accessed via Host Profiles Ul)

NIOC (H(re?\:iorll(r{gr gm?o'ﬂﬁri&?n?% Eqsersg?[réﬂﬁclfysty?enc/ilgdvu |in(|<vs'§1§res?|'owﬂ.ao;r'§1e;§ ihi\gh-zs]sn/][}[{]) & f}jusft Iinl];ts' Is)trong VM .|:(I) isolat’i/tl)n. High thll'gsrolljd = high throughplut& wleak isolati%n. Dl'sfamg msNPsaxmemsbmi;]_] Oms. H %memhma * Rules — azzigns Image Profiles, Host Profiles, location (\;v(}thin vCenter hielrarchy,
Network Resource Pools: FT, iSCSI (not HW iSCSI), vMotion, Mgt, VR (SRM replication), NFS, VM, Custom (user defined). atastore Cluster: Manage multiple datastores as one logical resource. Can be or , but not both in same identifies host via MAC address, SMBIOS asset tag, BIOS UUID, or IP address * Active Rule Set — maps
Sugports 802.1p QoS pri P“a ging at MAC Ieve}. 9 P ) : cluster. Can't combine SRM [epllgated & non-replicated datastores in same cluster.Recommendations: datastore of matching rules to hosts when image is re uested? Working Rule Set - test rules before makin activ';
TSO (TCP Segmentation Off oau%: enabled b¥]default on VMkernel ports, allows very large frames (up to 64KB), even with : similar size & 10 capabilities in cluster, don't mix HW | d & non I  backed d: i 9 > g ques 9 . 9 .
smaller MTU.To enable VMS[ use at least enhanced vmxnet vNIC. ) . ) ) : Dat; Mode: _ es all VMs from a datastore. Affinity rules can prevent entering H : » Image state - profile created by Image Builder PowerCLI tool. Contains
NetQueue: enabled by default, allows certain VMNICs to spread processing across CPUs with muliple Rx queues, improves ¢ maintenchce mode, to override use setting IgnoreAffinityRulesForMaintenance = 1. i i executable software « Configuration state - from Host Profile + Dynamic state - runtime information in
vSS & vDS options: Options can be overridden on vSS & dvPortGroups. Individual dvPorts can override options, but g\;g:;%eheg ﬁbﬁg?gncaylﬁﬂfégﬂo%dl?;"135'%Ig_cgg:gg}oﬁfegwseﬁsgf l.?:_,'ﬁ?;ig Lg(z:ﬁ‘:gﬁ{grasdigﬁgrzgag: eig glgfnagl:blgsggleuated H memory, lost during reboot * VM state - VM auto-start info, managed by vCenter but locally stored if HA
: g‘{,’:ﬁﬁgﬁé‘nﬁzﬁggf‘}fgl|,°\‘,'§§"_e{,','gp§-m~es - \DS/dvUplinks - Settings + dvPortGroups - Policies, B?ngncing ’itill Esed). AllfdatastO{e connesctted ho%ta smAAstt be E‘_Sxi E Selttin s are plreserve(‘i i#{fe:iltuf i‘s disz: .Ijedb'swﬁgf is enabled + User Input - host profile set to require user supplied host specific information, stored in
. plil . - - 128 « indir not aware ot each other. jorage utomation Levels: * Manual (detault) * Ful \utomated * Disal . il
RIS G SR B R R o s on Mg e et B, R oot S Do O i ot et cablsarenconect WNIC: 1 o L oo st e s
CD?SG?)?/Se'g'n rg{a'cov((\zlzseg%ﬁ )os:‘églink dDiac?.?le:r‘; below AN lgv(er”S Bés or?lgr) roups) see Jumiho Frames below g{ea‘e S%hfgulfefd silysk tlo chag eD%uxortnaAif?n or al(F%res‘slih‘jﬁne\m| Ie\/,aiso rﬂiglratépnks more Iilktely off-pgak. . VM'DK Upgrade from ESX/ESXi 4.x: * vCenter Update Manager (needs 350MB free in /boot) * Interactive upgrade :
DS only) * Host to dvUplinks mappin orage DRS affinity rules: nti-Affinity (Intra-VM) - VM with multiple disks are split across datastores « ive * Scri . i H

Private VAN vll)j oncly?I . I“”rirvgr dtg Secggga# mg’)ps]%iggidd lector nteracts with vDS not hosts » Active fi éfffi"ig(\}MMljdﬂSkﬁ kept togﬁtherA~ VM fAfntj—A finityf[lnlela\flM) - disks ,frong specified V&s (only ZI) arglkeptlggapan_ By if:gtglﬁD gr l;listldinve Scripted upgrade. 5.0 upgrades to 5.x can also use * Auto Deploy (if used for 5.0 H

vDS only) « Collector Iress & Port + vl ress - so collector interacts with vDS not hosts * Active flow H efaul 's disks kept together. Anti-affinity not enforced for user initiated migrations & not applicable to ISOs or swa *esxcli. H
export timeout + Y_!e flow export timeout + Sampling rate - 1 packet collected per sampling rate « Process internal flows only - iles. ) pLiog ystorage_ Profiles: Set the requiren?enls of the VM ggme files & disks. P Installing ESXi 5.0 Best Practices http://kb.vmware.com/kb/2005099 \ i
{;15( intrahost traffic. . . - . : HW acceleration: (enabled by default) offloads operations to supported arrays. Faster, consumes less host resources, h Vi . % - .
LM%I’M?? (vDS only) Add session to mirror * Allow normal 10 on desrmanon,fuorts; port to receive normal 0 as wellas reduces fabric bandwidth usage. Block: Full copy (or clone blocﬁs or copy offload) - array copies data without host read/ H Upgrading to ESXi 5.0 Best Practices http://kb.vmware.com/kb/2005102
minored trafhic - Encapsulate VLAN - create VLANID to encapsulate all rames If destination is an uplink port. I Preserve write. Block zeroing (or write same) — array zeros out blocks of newly allocated storage. Hardware assisted locking (or i Resolution Path - Troubleshooting Installs http://communities.vmware.com/docs/DOC-15789
original VLAN unselected then if VLAN is present then it's replaced not encapsulated + Mirrored packet length - limits size of - H o >

d fi Vsel v sel 3 link &d Atomic Test & Set (ATS)) - discrete VM locking avoiding SCSI reservations, allows disk locking per sector instead of LUN : Hardware Compatibility Guide ("HCL") mware.com/go/hcl
ggém? ,'EPJS,S,-scﬁ%ﬁg‘%&ﬁﬁggﬁﬁngsc_t;ﬂyn I{g‘seg; tgtlgﬁ?glclig:setinede?;’rni?;mMnAC address NES: File clone - similar to VMFS File Copy except entire files are cloned instead of file segments. Reserve space - arrays H mp Y WWW.VMWALC. E
S ddress Changes (default Accept) - accepts inbound frames when VM changes MAC address. can allocate space for thick format disks. Extended file statistics - accurate reporting of space usage of VMs. Troubleshooting vSphere Auto Deploy http://kb.vmware.com/kb/2000988
+ Forged Transmits (gefault Accept) - won't drop outbound frames if source MAC address is different : Storage Ca) : system or user defined. Outine of datastore’s CaDaC"}IYv performance, availability, redundancy, etc. .
Traffic Shaping + Status (default Disabled) - Average Bandwidth (Kbps) * Peak Bandwidth (Kbps : Storage vMotion: supports vSphere snapshots and linked clones. Uses Mirror Mode driver. o
+ Burst size (KB). vSS can shape outhound traffic, vDS can shape traffic in & out (Ingress/| gressL ; ¢ SSD: Can be used for host's VM swapping, very high 0 for guest OS can recognize it as SSD.
VLAN (dvPortGroup OI[“Y]d. é\lﬁne - access puat . V%N - get( If[_)f_- 'If'rurlk rﬁrlw e - res nt\:/lNIIRﬁéJ%ruJ Iedklmks . P\(LAI:I fric : Hf,eIVS(A,\"I'I;cIr:{u”m) {Iulf)t?:(t:a BSASD |f‘not recognized autlorr';ag'lqc_lgltly.VM WWN pai VM secti
* Loa INg - spreads outbound tratfic from vi S across S/ AV INKS, Incoming trattic Is -Pol rt): port assigns 0 as pair - see section

alanci
load balanced by physical switch. Ogigingtin port ID_¥defau_It) - uses uplink based on where traffic entered. ip hash - based on
i source & destination IP address of each packet (use if physical switch ports are etherchannel). Source MAC hash - based on
source MAC address. Route based on physical NIC load (VDS only) - based on current loads on dvUplinks. Use explicit failover
order - uses first active uplink in list. * Network Failover Detection - Link status only (default) - detects cable pulls & switch
Borver fall\ges,‘not mlst‘:odnflgﬁ:a\;lg{ls. ﬁe::%o:%P[?bﬁng —ﬁan alfo d((atefct ?Smedm:sconfl ura‘tlgF. doDn't llj)sle F’"thhf’éh load
alancing & not supported wi . + Notify Switches - No or Yes (default) updates lookup tables. Disable for in e
Unicast mode_s Earback - No or Yes (defauﬁ] u|i)_|Iink returns after recovering from failure. P ailover order - Active, Standby or VvReference vSphere 5.0 card by Forbes Guthrie is licensed under @ @ @ @

Resolution Path — Troubleshooting Storage h mmunities.vmwar DOC-1

NetApp vSphere Storage best practices whitepaper http://media.netapp.com/documents/tr
File System alignment whitepaper (NetApp) http://media.netapp.com/documents/tr-3747.
vSpheére handling of LUNs detected as snapshot http://kb.vmware.com/kb/1011387

7
-3749.pdf
d

Unused - Don't use standby uplinks with IP-hash load balancing. a Creative Commons Attribution-NonCommercial-ShareAlike 3.0
Resource Allocation [vannGrouF only) - select Network Resouirce Pool (see NIQC) Unported License. Artwork is from the Tango Project http://
I

Monitoring (dvPortGroup & dvUplink only) - Enable or Disable (default) NetFlow (options on vDS; A ¢ 2
Miscellaneous (vaurlGEoup& vUlenki’] Port blocking - No (default] or Yes - s Sldown all ports. tango.freedesktop.org under their Creative Commons license.
ks




e ESXi Hosts w Cluster Resources R

Maximums (per host): Logical CPUs (incl HT) = 160 RAM = 2TB VMs =512 \( Maximums (per vCenter): Hosts = 1000 VMs=15000 RunningVMs =10000 Clients=100 Maximums (per DRS cluster): Hosts = 32 VMs ('powered on) = 3000 (512 per host)
VCPUs = 2048 VCPUs per core = 25 i MAC addresses = 65536 Datastore clusters = 256 Maximums (per datacenter): Hosts = 500 ) Maximums (per Resource Pool): Chlldren_: 1024 ree depth = § _
Logs: All logs in /var/log/ directory (sym links from /var/run/log). View host logs via: * DCUI * ESXi Shell Maximums (Linked mode): vCenters = 10 VMs = 50000 _ Running VMs = 30000 " Hosts = 3000 y, Maximums other): Hosts per atacenter = 500  RPs per host = 1600 RPs per cluster = 1600
vt it e ~ hitne//h host » VOLI w4 £ » vSph Jien dto h HW: Min - 2 CPU cores, 4GB RAM, 4GB disk space + Medium <50 hosts/500 VMs - 2 cores, 4GB RAM + Large Terminology: Datacenters - mark organizational & vMotion boundaries. Clusters - gather host resources.
Extract vim-suppox t bundle - hitp://hostname/host * vCLI vi £ 5 + vSphere Client connected to host <300 hosts/3000 VMs - 4 cores, 8GB RAM « Extra large <1000 hosts/10000 VMs - 8 cores, 16GB RAI Resource &m s- apply policies to clusters. DRS cluster is implicitly a resource pool. Resources include CPU,
auth.log ESXi Shell authentication SW: - 64bit Win (2003 SP2/R2 SP1, 2008 SP2/R?2) * 64bit DSN (SSOL Native driver) « hostname <15 characters memory, power, storage & networking. EVC (Enhanced vMotion) - masks CPU features that prevent
esxupdate.log ESXi patches/updates H I])?tag?se%h;l%%Zzgogifzfxpreksg (ssgh??_ts/so Xhzlls L‘JI\S/IQL |2005 P3t- %QL IZl)gBMSS %8[ R2- Oracle 10g R2 or \';Moltlons. S;\lortage E_R ! Protf_lles & Datastore Clusters - see Storage section. NIOC & Network Resource
H gR1* 9.5 fix pack 5 or 9.7 fix pack 2. only supports Oracle . 0ols - see Networking section.
L%Tt'(lfl%g ngslto gmsanagement (VM & host events; Client, vpxa, SDK connections) P USS.’,{‘:,S\‘,’-?PEP Ar 'W?.‘,&ﬁ%‘é\}ﬂ{",ﬁﬁ ?gé‘ﬁ“;‘;l“}ﬂg"‘i;sggé °§ ""egﬁ{gﬂsbé’? -sgnﬁbde%'}iéb’ % %%SL%S?SB 1000 @[ List resource group settings: esxcfg-resgrp -1 )
shell.log ESXi Shell usage (enable/disable & commands : VM) - Oracle. mmmg 2408 for <10 hosts/ 100 Vs, >8GB Tar 10-T00 hosts/100-1000 VMs, 5138 for i Resource pools; - Shares - low, normal, high & custom - Reservations - MHz(CPU)/MB(RAM) - Limits - MHz/
syshoot.log VMkernel & module startup ¢ 100-400 hosts/1000-4000 VMs, =17GB for >400 host/4000 VMs. Limits: no IPv6, Linked Mode, MS SQL, DB2. © : “S/'t? - Cxpandable resery e Cﬂﬂsﬁfaw from plartem Spool) - no ?ﬂnly frgm own pgol )R tions -
riaglog  Menogenen srdc nhakenion watchioge, s s Dt Eelatscnane, oo e oo e <08t 2 sy g oo, s e L blngh Wi e bl Bty
vmkernel.log Core VMKkernel logs (devices, storage/network device/driver events & VM startup) Extra vCenter DVD tools: - vSphere Update Manager (VUM) - needs 64bit OS but 32bit DSN - S¥|5|°9 server * Rever exceeded: manage user expectations but can waste idle resources. )
: h ESXi Dump collector (no DVS support) - collects PSOD memory dump, useful for Auto Deploy host without aed, | =Xp ) fees. ! slon 4 :
vmkwarning.log  VMkernel warnings & alerts local di i « Auth below) - Pre-i de checker - checks f I h - prevents violations when VM is powered on or child pool created. Fixed reservations create strict isolation. :
" . . . local diagnostic partition « Authentication Proxy (see below) + Pre-Upgrade checker - checks for potential host ;
vmksummary.log  ESXi startup/shutdown, uptime, VMs running, service usage issues * Auto Deploy server (see ESXi Install section) » Web Client server (see below) Expfn(?able r,ﬁservg;nons can?orro’\\% resgur@gls, tt,iotn t autgme?tlcally htun:'upw&g(_ilﬁ butldeflr;.es if admission
i vpxa.log vCenter vpxa agent < 7FW Port Source Destination Protocol Description N control considers the reservation. More flexible but provides less protection. Child pools actively reserve
H - - - H t resources from parent even if VMs are powered off. Hierarchical resource pools require DRS enabled.
5{ htEliD folr;.-sxcll namespa::es &.com(rga}p(is rel.-llatlvgto I;;catlon. localcl}li bypafsses host ggg Sggs{:r gt:ﬁgr“\!/r(:enters TgP Eient?(léﬁc’&toodtlgll’\% DRS: » Manual - Partial (Initial VMl_%Iacen{nem) « Fi Automatec I';ural Vl\f Iacer{nf’nt %LDy%aglc dard
artup level for management services (& lists all services): chkconfig --list : H b Migi hreshold slider sets allowable host load imbalance. Current Host Load Standar
Restar‘tj all managemengt services: /sbin/s ce.sh restart B ﬁg %:R:gr vCeriner ;gg xggngf%fn"tt access Deviation - load imbalance (higher number increases p_riorit¥ level). Current < Target unless )
Restart single service (& start|stop|status available): /etc/init.d/<service> restart 902 SXi C b recommendations unapplied. Priority levels 1-5 (1 is highest). Grafted from pools created when adding host
C_Qmman_ssgtmiggs . hostd (pri P £SXi d (o Cent I~ dm (A 307 Ecé(,'“e, ‘és‘f('i“e' HBE ngg{tm?r:auement heartbeat to DRS cluster & keeping host's resource pool hierarchy. Maintenance mode only clears VMs off host if DRS
5: + hostd (primary oAl aemon_) vpxa (vCenter agent) vmware-tdm (HA) ) 903 i ™ Tcp VM Consol g cluster is fully automated. Disabling DRS deletes resource pools & affinity rules - set DRS to manual to keep
Backup host configuration: vicfg-cfgbackup -s /tmp/<hostname>.cfgbak Possible extras ;g(‘SSMTP) 53, DN‘é e367543/623 DPM), 88(AD) 161/162(SNM0F§‘306 6(Linked vCenters), | : Seitings. DRsycan be overcommitted/yellow (host failure) or invalid/red (usually direct client changes).
. . ~ (restore -1, force restore to different build number 1433 (MSSQL), 1521 (Oracle). 5298&/)5989(CIM ; 65(:00/8600 urmp Collector),,BO(}ﬁ(Iv oliong 8080/844&/ ﬁfﬁtmt% R?I?WS: VtM-\llM keep Xh@s togef hlgr/ap_art. VRM-lHost lﬁe_e? V_M?don off specific OIStff' S,ﬁul’i (I’)lﬂe is
Ex;:ﬁrt ((jjetslled_ conflgurrtatlon file: esxcfg-info > /tmp/esxcfg-info.txt | 60099(websetvices), 9443 (Web Client), 10109/10111/10443(Inventory service), 51915(Auth proxy) aﬁ?i'gffﬁlrifY e hanea %’igab%d'crﬁ{g?élg-mé’de contlicts - older wins, newer rule disabled. Obeying
ather debugging report: 7! : ogs: DB upgrade: %TEMP%\VCDatabaseUpgrade.log ~vCenter agent: /var/log/vmware/vpx/vpxa.lo H X i " N i i g
List running VMs (before maintenance): ~ esxcli v S list ¢ vCenter (Wit XP, 2000, 2003): %ALLUSER P%OFILE‘%\ApHicatiorg Data\Mware\ware UirtualGentenLogs\ ©  © DoM: E,ﬁ?ﬁjgﬂ;,}}ﬁ,%g’,ﬁ t-{in that order). DR (,ﬁa?(';y eholds are Independent. yerfy host's DPM Last
B esars g 2o Sl e 6L, Cutomie v pts onopsoc) | Sk b e ebenelon o petiotle - @PoR e B ol i *
-,g, Iéﬁt C%léﬂetalls: d functions: efoLl hard'w:aze cpu Llft Windows Client Service %USERPROFILE%\Local Settings\Application Data\vpx\wcll_ent-xl.jlolg %=0-9 Evg EEFE‘Sa”CEd V-L'?ltionhgof'/‘fkabl'b'l'w) FAQ h—%[%%t} I:J“k[kl)d\é?}NQare.com kb/1005764
i= Show supported functions: esxcli hardware cpu global get Guest customization - Win: %WINDIR\temp\vmware-imc_ - Linux: /var/log/vmwareimc/toolsDeployPkg.lo a ity http://xb.vmware.com/xb/ 190
f= Show memory and NUMA nodes: esxcli hardware memory get Default roles (System roles - permanent, cannot edit privileges, ESXi & vCenter. Sample roles - just vCenter):
{5 List free memory allocated to ramdisks: esxcli 501 ramdisk list No access System - Default except users in Admin Group. Cannot view or change. JP— VM S
& Show version information for ESXi: esxcli get Egad. O.nlly ‘ gvsgem - Xhew State & dgtgllslﬂcem cortm)sole tfatbh. Admin Groun. & AD ESX Admi
£ . ¥ B ministrator stem - All privileges. Default for members of the Admin Group, mins. h - .
[z Show the host's acceptance level: esxcli so cceptance get VM |::O\INEI' user ngple - Intgr;élt wg!th, phanrlée VM HW settings, snapsh:)ts & gghedule tasks. : Maximums (per VM): vCPUs =32 RAM = TTB ﬂ54GB ~FTVMs) _Virtual SWiP file %VSWP) =1TB
Show all the installed VIBs: esxcli software vib list VM user _ Sample - Interact with, inserf media & power ops. Cannot change VM HW settings. SCS| adapters = 4 "Devices %er SCS adapter = 15  IDE devices &Dlsk/CD) =4 VMDK=7TB-512B
Detailed information on installed VIBs: ~ esxcli software vib get Resource pool admin  Sample - Create, modify child pools & assign Vafs, Ut noL R IHself NICs = 10 USB devices = 20 (USB 3.0=1) Floppy drives =2 Parallel ports = 3 _Serial ports = 4
Show syslog configuration: esxcli system syslog config get Datastore consumer  Sample - Allows space consumption of the datastore. B\ Remote consoles =40 VMDirectPath devices = 4 Video RAM =128MB
Show logging config for each log: esxcli system syslog config logger get letwork consumer Sample - Allows hosts or VMs to be assigned to network. . Files: .hlo VvMotion log file .vmsd hot metadata
gging 9 10g: sxc system syslog ¢ g -ogger get Permissions: pair user/group with role & associate with object. Role - predefined set of privileges. Users Jck-XXX Locking file on NFS datastore .vmsn hot state file
Show remote coredump config: esxcli system coredump network get : nitially %ranted No Access role on new objects including datastores/networks. Logged in users removed from : o VM activity log .vmss ded state file
Lists firewall status & actions: esxcli net k fi all get : domain keep permissions until next validation period (default 24 hrs). Tasks - activities that don’t complete »#.?og 0ld VM lo .vmtx  Template header
Lt frowl st vicll nebuork firensll rulesetyise || | i MulGslhiorsieialy it Gt bl st etttk L e SRSl g, DO
i i . csxcli networ i rew refres cated. vCen al Admins have ini ult. P ion i ission, .rdm in Virtual Compatibility mode ~ .vmxf  Extra configuration file for VMs in a team
gﬁfresg f|re\_~z:_|l aﬂ?r\/al\‘lljsmg r;ew Tuleset: ook i ”HZL "2 tk firewall w;i.fje;j ¢ universal. Child permissions override those propagated. User permlss{()),ngs override Group ones. Use No Access | rdmp  RDM in Physical Coﬁnpatibi itymode -vswp ~ Swap file for overcommitted memory
now description o ernel error: vImxerrcode <error code number role to mask areas from users. Moving objects needs permission on object, source & destination parent H vm Disk descriptor ﬁalso raw virtual disk for host%d roducts;
Lists drivers loaded at startup: esxcli system module list Licensing: X Essential Essential+ Standard Entergrlse Enterprise+ : -flatvmdk  Raw pre-allocated virtual disk -00008#.vmdk Snapshot child disk
List advanced options: esxcli system settings advanced -1 _J; VRAM (per socket license) 3268 vy 64GB 336‘% -ctkvmdk  Chanaed Block Trackina file -00000#-delta.vmdk Snapshot differential file
CPU Power management policies: + Not Supported - no host support or disabled in BIOS * High Voxa, Thin bro, VUM, VADP  Yes Yes Yes Yes Voo --he 1p for esxcli namespaces & commands relative to location. 1ocalc1i bypasses hostd A
Performance - only used when BIOS warning + Balanced (default) - conservative, shouldn't affect vﬁllot'ion HR VDR Yes Yes Yes Yes List running VMs: . . esxcli vm p
H : R, Y List registered VMs (& displays <vmid>): vim-cmd /
: performance * Low Power - aggressive power management, can lower performance * Custom SLES (SUSE Linux Ent Server) for VMware . Yes Yes Yes ' " im— .
i Memory: Host reclaims memory from VM by: « TPS (Transparent Page Sharing) - “RAM dedupe”, DRS, DPM, Storage vMotion, T, VAAI, Hot add, Linked mode, 323,";,9{,"'“ e state: 1§$,§$3 /;YI,;
i PSHARE in esxtop * Balloon driver (vmmemctl) - forces guest to use native algorithms (guest swap) * 3v£aﬁf’o“€')§|'o°cmﬂf;§§'3}3r.|§§hﬂ?oz[‘)’é‘eﬁ; S%"')"l‘ilcp‘?[}ricv"e?fg{‘é;g‘%’ Storage DES Yes ¥:§ K| Power off VM: vim-cmd /vn
Memory compression + .vswp file (host level swapping). Local or networked SSD is tagged by VMkernel i - Memory configured on all owergd-{;n VMsy. Consumed VRAM capged at 96GB per VM. Only Essential & p= RegisteraVM: vim-cmd /solo/register /vmf vmname/
as optimal swap location to reduce impact. During contention, host memory allocated based on shares & Essential+ has hard vHAM limit. CPU licenses from same license level are pooled across linked mode vCenters. 2 lFJnre_ 'ftﬁflf\w el e V}f‘r_frfd, v “/ﬁfrff@g ister A <ia
working set size (recent activity). Idle memory is taxed progressively to prevent VM hoarding. Guest Keys in vCenter not deployed add to entitlement. Add vRAM by adding licenses or upgracmﬂ existing. Lo C°’°'t b II t /MVJ'XVVAN}D‘km B&C\\flﬁFéA i tgl@te <softfhard]| orce> r $s id<id> H
swap should be > (VRAM - Reservation) x 65%, or balloon driver can cause guest kernel panic. Memol Consumed VRAM is 12 month average. Can create reports & alerts for consumed/entitled vRAM. Key assigned reate/Delete/Modify S, ROMS, volumes & storage devices. vmkfstools /i
p ] g P ry = = - =
faults can be detected & quarantined to reduce chance of a PSOD (hardware dependent) i i to host via vCenter is persistent. ‘vS?here Hy%erwsor - free, no connection to vCenter , <32GB VRAM, only Power Off = hard off + Shut Down = soft with VMware tools  Reset = hard + Restart = soft )
NUMA (Non-Uniform Memory Access): CPUs have localized memory. NUMA scheduler controls VM i Sg"’ﬁ . SSZGIR phy?'ca\',gf“f"' I|r{1_|te {-';ea {2"3’ veL1& zowtle_r(:!_tl EUPFEX&’ B" SNuP Slérpor}{ Kt KE\AMHVEVFN n?irrrnl%r t{ACBPl#A';gt Isuﬂ bmmﬂﬁﬁ'353&‘”"|§dgva”'ct|'a°ﬁr§r'ﬁ%'#.'§f *(Wu‘if;\Bé?f?nﬁasﬁgmaﬂﬁéw
distribution across host memory to dynamically optimize CPU load & memory locality for VMs. HE Exhifing Tsansas: vCenter - hosts are disconnected. ESXi - VMS cont to?Lﬁ??fﬁﬁot%%w‘Z?-oﬂ"ﬁew VMs. DRS clusters. YNUMA exposes host NUMA to QUES?%S- Guest swap > (Con¥lguf€d VLAM - ﬁesefvatlon) X 65%,
Firewall: Define service's port/protocol ruleset: /etc/vmware/firewall/service_<name>.xml (then refresh i Statistics: CPU, memory, datastore, disk, storage adapters/paths, network, power, DRS, HA, mgt agents, otherwise balloon driver could cause guest kernel panic. )
port/p tem & VM (. tat: paed DB % 1d HT sharing modes: + Any - vCPUs can share cores with other VMs + None - vCPUs have exclusive use when
icati ins: - : . Collection Intervals f - \ H - Any - | Share p -
B o vt boosers, | S Lok S P 0 PSSR LTGRO RS TR oot Sheli el e e sl YRS\ o 2\ e st one
lugin: pam_p -S0. . - 1Sers: i fon i B - X i Disk types: - Thick Provision Lazy Zeroed - default, pre-allocates * Thick Provision Eager Zeroed - pre-
password retries = 3, minimum password length = 8, shorter passwords if Characters Classes mixed E%ﬁ';gi{;,’:?;“‘,gﬁ (T’fto',"e[a’gﬂ,' iﬁfgﬁgﬁ,&g;*}i’}}&?]"‘;fﬁg ze((é?!faﬁﬂ '1“)'_"5;,9"3! s"g’m‘;’p&g u‘},’;g{’:}iﬁe‘r’y 350 mins. H 9(Iiloca¥es & zeroslb«latter pe orma.nﬁele4 slowerlcrea.tlon « Thin Prol\lnsmn - allOQar!fS On'li‘Emﬁ,nd. monitor with
(upper, lower, digits & other) 1 or 2 CC - min 8, 3 CC - min 7, 4 CC - min 6. First character as upper or VMware Tools adds perfmon objects to Windows guests. . ) ) . R;&ésé‘)fe usa 2Nasafm-1"fL3' VK/III hw gg&e eration SUP%"{}in\*I gtyges 'hWII‘ Lol%lon y Thin. ™
last character as digit not counted. Alarms: notifications of selected events, conditions & states. Composed of Trigger & Action. Triggers: condition, : Lan use napshots, vMotion, mgt agents & NPIV. Needs whole LUN. BDMs no
i . fi default: imini i i state or event. Actions: responses to triggered alarms. Default alarms don't have actions set. Can disable action P clones, only migr mapping file. Virtual ROMs clones/templates copied into .vmdk
: DCUI (Direct Console UI): + P host : Sets up administrative access * Troublgshootlgg. without disabiing alarm, but effects actions on all alarms. Disable for selected object, child continues. Default Snapshots: capture memory state, setfings, disks. Can't snapshot pl ¥S|Cﬂ| RDMs or independent disks.
et o st ffets 11 rocese: s (gt vmwaror i (e oo O AT EEAOS ot Menlong i o clon e il bt e T e
broker), slpd%discover/advertise services), wsman (share mgt info via SOAP), vobd (error reporting) & Linked mode: joins VCs. Gobal data: I%( ports, certificates. licensing, user roles. Uses ADAM (,?[') App Mode) '§"aPsrhe“’I‘ep{|:"'g ﬁ;gﬁfg‘éﬁ&mm'ts snapshot to P%’:c"ﬁ-twscggpmsﬁfwgﬂglﬁg';]‘gfebefme You are here.
fdm (HA agent) if installed. To isolate ESXi host from DRS/HA cluster, disable management network. to store & sync data. Instances can run under different domain accounts. Installed by domain user who is ST 1/0: allows ueétﬁmmmmos e I/ Cle tevicansoets VM memory reservation to
Management Network Test: pings DGd. primary DNS nameserver, jary DNS, resolves | admin on bg'g}eTaa?Elnes.: Requirements: DNSb%}\éllzysgrues}]gtdlfferent domains, time'sync, DNS name matches \éBAM'DFi/es uiﬁ_s MRA H&VSV?FL Itntel }{T'dé” A@&?MMU. Resitricti({nsdg?'vMotion (Gan on Cisco(ljJ/CS i :
VIBs: can update image profiles or 3 party extensions. Updates firewall ruleset & refreshes hostd. Server settings: Licensing (vCenter & 3.x hosts), Statistics (intervals & DB size), Runtime Settings (unique ID, 1SCO , FT, H cluster allowed, no , snapshots, hot add/remove, suspend, record/replay. L
Repair mode: On ESXi Installable CD, overwrites all configuration data. Serial number lost on repair, but : managed IP, |g1a_me) AD, (%r(neouts, query limit glalidation périodz, Mail, SNMP r)ec_ei_vers_, Ports - ?ltt{)ésg?cljent USB passthrou g" gnly L&yd-c[a)%hcﬂorl‘:nrecl;itt?a??:%mggg{icgﬁ ev‘#grfm("'\}fecﬁ#52?1}’mssl'lcsaIe%%'ﬁlloﬁsgnﬁfﬁ’%g?"ed' H
restored when backup configuration applied. Configuration reset deletes root password, removes ¢ i timeouts, Logging detail, DB connections (default 50), DB retention, SSL host verification, Advanced Settings. e-vMotion), to recannect VM must be back on USH connected host. pending
fi i + fi -reqi i i Host Profiles: Policy to centrally configure & check compliance of hosts., Set at host or clister level. Reference : arg: : . B . ) ol « f
configuration & reboots host. Storage needs recon igured & re-register VMs.  host - host which cieated profile. Exported profile format .vpr. When profile is detached, settings persist on CSl controllers: l|3usLo ic PlaraIIeI LSI L}l])_glr(]) SA# LSI Logic Parallel « PVSCSI (IDE is ATAPI) g
Recovery Mode: Invoked during boot with Shii £ + &. Reverts to previous image before last update. i host/cluster. Answer File contains host specific input required by Auto Deploy - 1 per host. Host must be in : pvscsi P{;’,’g‘{,‘&”%%%s'i-ﬁngaﬁoﬁ“Q’u‘%,{gdTﬂzcg{$%2g?a§t°g%9§ﬂas"ca et ot recomrmen ded for DAS.
SNMP agent embedded in hostd (disabled by default). Enable via vic fg-snmp. Can send traps & Maintenance Mode to ?\?P'Xd’mf”ev Auto Deploy hosts need reboot. i NPIV (N-Port ID Virtualization): share FC HBA port as multiple virtual ports, each with unique IDs. VMs
receive polling (GET) requests. Syslog service is vmsyslogd. Authentication Proxy: No AD credentials on ESXi, just domain name & proxy IP. Installer creates AD account ¢ assigned Ii 3 dd ﬁ pf ox file. Limi - reaui
ol < 5 : assigned 4 WWNs. Al owsSer VM LUN access. Adds WWPN & WWNN to .\ﬂ)x ile. Limitations: requires NPIV
Host certificates: /etc/vmware/ss|/rui.crt (public key) & rui.key (private key). WEf'Xed with CAM. Authenticate roxy to ESXi by importing SSL certificate, or push via Host Profiles. i enabled FC switch, only ROMs, Host HBA's WWNs also need access to LUN, NPIV capable HBAs, no Storage
Recreate: /sbin/generate-certificates eb Client server: Alternative to Windows Client. Cross-platform & cross-browser (Adobe Flex P'Ug'ng.- . vMotion, VM can't power on if WWNs in use, vMotion requires ail RDM files on same datastore.
Lockdow'n/n}ode' Fo(Jrrgés operations via vCenter. Mode available only when host connected to vCenter Connects to vCenter (not to hosts directly), register Client server first. Subset of Windows Client functionality - wNICs: - Flexible - 32-bit guests, vlance without VMware Tools or vmxnet with VMware Tools + 1000 -
H loWn moce: Forces opera ver. ; Yy : : Monitoring & VM deployment, no host/cluster/datastore/network configuration ) Emulates E1000 NIC, default for 64-bit guests * vmxnet2 (Enhanced) - vmxnet with enhanced performance,
i Enabling/disabling via DCUI wipes host permissions — set via vCenter. DCUI restricted to root, Shell & Admin tool https://localhost:9443/admin-app Web client https://<servername>:9443/vsphere-client requires VMware Tools - vmxnet3 - enhanced performance & networking features, requires VMware Tools & at
i SSH disabled for all users, vSphere client & CIM monitoring only via vCenter not direct to host. Normal (A;gsrﬁtr\%%ss'somrz;g&“s:t%%egltagsfrgrurs;ﬁsﬁ)mza(t:isolnnt%dcehg:r?'e itqulfes Perlin Linux guests. Windows guest I’iaAsé Hﬂ v7. WOL supportlied on vmxnet, vmxn%tz or vmxnetél.b ua e
H : i i ) ) b . ) . X address: can manually assign in vmx: et £< >, Type="static"
i Mode: DCUL, Shell, SSH & CIM access aIIowgd to root & Admin role users. vSphere Client access based vServide: Service dependency for VAPRS or Vs, vService Manager monitors health: « Red - issue needs fixed MAC address: can manually assign in vix: e the rnet <nunl Zle(XXaonlereO?Ss ype="static
on ESXi permissions. Total lockdown mode: also disables root access to the DCUI, if vCenter access is I h «Yellow - VS .G | 3 € H
) H TESXi B ) Py | ianed No A I in solution (the extension) « Yellow - vService Manager is repairing + Green - OK TSO (TCP Segmentation Offload): enabled in VMkernel by default, must be enabled at VM level. Needs
ost you must reinstal i to regain control. root & vpxuser are only users not assigned No Access role - T - g - - enhanced vimxnet, might change the MAC. Jumbo frames: requires vmxnet2/3 or e1000, )
Resolution Path Troubleshooting Licensing http://communities.vmware.com/docs/DOC-16082 A
on hosts by default, but have same rights as the Administrator role. - Coll i ic inf for vCenter http://kb.vmware.com/kb/1011641 OVF: templates imported from local file system or web server. OVF files are compressed. Client validates OVF
Firewall Ports http://kb.vmware.com/kb/1012382 \ Location of vCenter Server log files http://kb.vmware.com/kb/T021804 file before importing. Can contain multiple VMs. OVA is single file version. .
5 3 x 8 H g . VApp: container containing one or more VMs, can power on & off, & be cloned. Metadatain VC'sDB.
Location of ESXi 5.0 log files http://kb.vmware.com/kb/2004201 : Installing vCenter Server 5.0 best practices hitp://kb ymware com/kb/2003790 2 .
b A 9 - o " 1P pool - network configuration assigned to network used by vApp. vCenter provides IPs to its VMs. Policies
Upgrading to vCenter Server 5.0 best practices http://kb.vmware.com/kb/2003866
Video: Restarting management agents on an ESX/ESXi server http://kb.vmware.com/kb/1003490 | : : Sysgpre e locations and versions hitn: LL I Fixed - manual « Transient - all d from pool on vApp power on *+ DHCP
gtﬁrprgtlng_esxtop _St?t}S“CS htll;]://communn|es.vmware:j.chom/;iﬁ(%s/DOCﬂZ?Q b/1010705 . Firewall Ports http://kb.vmware.com/kb/1012382 Eesoluglon Path - 'I_'rtoull)lg_sl?(oot’l\;l]&}ll\‘l]s h(;tn:/d/comn{unities.vmware.com/docs/DOC-1 5963
ollecting diagnostic info using the vm-support command http: .vmware.com vCenter client shortcuts http://www.jume.nl/articles/vmware/143-vcenter-client-shortcuts ecreate missing virtual disl eader/description file )
Decoding Machine Check Exception output after purple screen http://kb.vmware com/kb/1005184 ) i Ce snapshots in vSphere 5 http://kb.vmware.com/kb/2003638
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